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APPARATUS AND METHOD FOR
RECOGNIZING IMAGE

CLAIM OF PRIORITY

This application claims the benefit under 35 U.S.C. §119
(a) from a Korean patent application filed in the Korean
Intellectual Property Office on Apr. 26, 2012 and assigned
Serial No. 10-2012-0043971, the entire disclosure of which is
hereby incorporated by reference in its entirety.

BACKGROUND OF THE INVENTION

1. Field of the Invention

The present invention relates to an apparatus and a method
for recognizing an image.

2. Description of the Related Art

Nowadays, an electronic device, particularly, a portable
electronic device has been developed to have various func-
tions to meet user’s desires. For example, a mobile commu-
nication terminal provides functions far beyond voice com-
munication, and, for example, allows a user to listen to
various music using an MP3 sound source into basic commu-
nication functions such as texting with a counterpart user, and
also allows the user to enjoy web surfing using a wireless
Internet, download various programs using the wireless Inter-
net, and use the same. Also, the mobile communication ter-
minal has at least one mega-pixel image pick-up device (cam-
era lens assembly) to allow the user to capture the image of a
desired specific object. More recently, portable terminals per-
mit both recording and viewing a moving picture as well as a
still image, more particularly, 3-dimensional image photo-
graphing function is generally distributed.

Recently, as a ubiquitous environment is being created for
the electronic devices such as mobile communication termi-
nals, a technology that can recognize a photo (image) of a
specific object is widely developed. More particularly, among
these object recognitions, face recognition is now being
applied as one field of a plurality of living body recognitions.
Face recognition by the electronic device denotes an opera-
tion for recognizing facial features by analyzing a symmetri-
cal structure, an appearance of a face, hair, eye color, move-
ment of a facial muscle, etc. Applications of face recognition
can vary to a large degree.

For example, the face recognition may be used for identi-
fication purposes in order to replace a passport, a credit card,
etc., and may be used for security purposes such as time and
attendance management, gate pass, password replacement,
etc. Also, face recognition may be utilized for public safety
purposes such as a suspected criminal search, crime-ridden
district monitoring, etc. Furthermore, face recognition is
applied even to a smart phone application for amusement that
can find a similar figure resembling a user himself Therefore,
the face recognition function is convenient in that a user does
notneed to remember or possess a something separately, such
as acredit card or identification card, or card key, or some type
of access code. Face recognition may also comprise only
recognition of a portion of a person’s face.

However, an electronic device in general typically captures
the image of a face in a two-dimensional image and performs
face recognition using the captured image. The captured
image is not a real face but a face identified in the picture/
moving picture, but the face recognition is applied to the
captured image. This aspect of face recognition causes vul-
nerability for security purposes.

For example, in the case where a user encrypts and uses
recognition information regarding a specific face as an object,
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the user may decipher a code by only capturing a picture of a
relevant person, not a face that is being actually photo-
graphed. In other words, conventional face recognition sys-
tems are vulnerable to someone positioning, for example, a
high-definition image of somebody else in front of a camera
to fool the system into providing access to bank records, to
make credit purchases, or whatever systems are using face
recognition rather than passwords, identification cards, etc.

SUMMARY OF THE INVENTION

An exemplary aspect of the present invention is to address
at least some of the above-mentioned problems and/or disad-
vantages and to provide at least the advantages described
below. Accordingly, an exemplary aspect of the present
invention provides a method and an apparatus for recognizing
an image, for improving recognition security of a specific
object.

Another exemplary aspect of the present invention pro-
vides a method and an apparatus for recognizing an image,
and for identifying whether an object that is being captured by
a camera is an actual object or an object in a picture/moving
picture (i.e. taking a picture of a picture).

Still another exemplary aspect of the present invention
provides a method and an apparatus for recognizing an image,
for identifying whether a person that is being photographed
by a camera is an actual person, or a person whose image has
been captured from a picture/moving picture.

Yet another exemplary aspect of the present invention is to
provide a method and an apparatus for recognizing a person,
for selectively applying person recognition to an image
obtained by photographing an actual object, and not applying
person recognition to a photograph of an object in a picture/
moving picture (i.e. taking a photo of a picture/moving pic-
ture).

In accordance with an exemplary aspect of the present
invention, a method for recognizing an image in an electronic
device is provided. The method may include obtaining by a
processing unit images of a specific object which is focused
and shot at different magnifications by a camera subsystem,
comparing by the processing unit in conjunction with a cam-
era module characteristics of an object region and a back-
ground region between the obtained images, and determining
by the processing unit whether the specific object is physi-
cally within the presence of the camera subsystem and is not
a copy or photo of the specific object depending on the com-
parison result.

Inaccordance with another exemplary aspect ofthe present
invention, an electronic device for recognizing an image is
provided. The device may include at least one processor
configured for image recognition of a specific object, a cam-
era system coupled to the processor, a memory, and at least
one module stored in the memory comprising machine
executable code that configured for execution of an image
recognition application by the at least one processor, wherein
the at least one processor configured by the at least one
module obtains images of the specific object which are
focused and respectively shot at different magnifications
from the camera system, compares characteristics of an
object region and a background region between the obtained
images, and determines whether the specific object is physi-
cally within the presence of the camera subsystem and is not
a copy or photo of the specific object depending on the com-
parison result.

Other exemplary aspects, advantages and salient features
of the present invention will become apparent to those per-
sons of ordinary skill in the art from the following detailed
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description, which, taken in conjunction with the annexed
drawings, discloses exemplary embodiments of the inven-
tion.

BRIEF DESCRIPTION OF THE DRAWINGS

The above and other exemplary aspects, features and
advantages of certain exemplary embodiments of the present
invention will become more apparent to the artisan from the
following description taken in conjunction with the accom-
panying drawings in which:

FIG. 1 is a block diagram illustrating an electronic device
according to an exemplary embodiment of the present inven-
tion;

FIG. 2 is a flowchart illustrating a method for operating an
electronic device according to an exemplary embodiment of
the present invention;

FIG. 3 is a flowchart illustrating step 203 of FIG. 2 identi-
fying whether or not a person whose image has been captured
is an actual person in front of (i.e. in the presence of) the
camera or a photo of a person in a picture/moving picture
according to an exemplary embodiment of the present inven-
tion;

FIG. 4 is a flowchart illustrating step 203 of FIG. 2 identi-
fying whether a person whose image has been captured is an
actual person in front of the camera or a photo of a person in
a picture/moving picture according to an exemplary embodi-
ment of the present invention;

FIG. 5 is a flowchart illustrating step 203 of FIG. 2 identi-
fying whether a person whose image has been captured is an
actual person in front of the camera or a photo of a person in
a picture/moving picture according to an exemplary embodi-
ment of the present invention;

FIGS. 6A, 6B, 6C and 6D are views illustrating exemplary
operation of a method for operating an electronic device
according to an exemplary embodiment of the present inven-
tion; and

FIGS.7A, 7B, 7C and 7D are views illustrating exemplary
operation of a method for operating an electronic device
according to an exemplary embodiment of the present inven-
tion.

Throughout the drawings, like reference numerals will be
understood to refer to like parts, components and structures.

DETAILED DESCRIPTION

The following description with reference to the accompa-
nying drawings is provided to assist a person of ordinary skill
in the art with a comprehensive understanding of exemplary
embodiments of the invention as defined by the claims and
their equivalents. The description includes various specific
details to assist in that understanding but these are to be
regarded as merely exemplary. Accordingly, those of ordinary
skill in the art will recognize that various changes and modi-
fications of the exemplary embodiments described herein can
be made without departing from the scope and spirit of the
invention as defined by the appended claims. Also, descrip-
tions of well-known functions and constructions may be
omitted for clarity and conciseness when their inclusion
could obscure appreciation of the invention by a person of
ordinary skill in the art with such well-known functions and
constructions.

The terms and words used in the following description and
claims are not limited to their bibliographical meanings, but,
are merely used by the inventor to enable a clear and consis-
tent understanding of the invention. Accordingly, it should be
apparent to those skilled in the art that the following descrip-
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tion of exemplary embodiments of the present invention are
provided for illustration purposes only and not for the purpose
of limiting the invention as defined by the appended claims
and their equivalents.

In describing the present invention, a mobile communica-
tion terminal is illustrated and a method and an apparatus for
recognizing a face using the mobile communication terminal
are described. However, the present invention is not limited
thereto. For example, the present invention is applicable to
various electronic devices including at least one camera lens
assembly (image pick-up device) for photographing an
object. Furthermore, though the present invention describes
face recognition of a person in a shot image, a person of
ordinary skill in the art should appreciate that the present
invention is applicable to recognition of various objects such
as a thing, an animal, etc., as well as a person.

Exemplary embodiments of the present invention provide a
method and an apparatus for recognizing an image (a live
image rather than a picture of a picture), for improving secu-
rity in recognition of a person. An exemplary embodiment of
the present invention identifies whether a person who is being
shot by a camera is an actual person or a person in a picture/
moving picture, and applies person recognition to an image
obtained by shooting an actual person. The present invention
advantageously overcomes at least one vulnerability of con-
ventional facial recognition systems, namely that one could
arrange a high quality photograph of another person in front
of'the camera module and fool the facial recognition system
into permitting access to financial records, make purchases
with linked credit and debit cards, etc.

FIG. 1 is a block diagram illustrating an electronic device
according to an exemplary embodiment of the present inven-
tion. The electronic device 100 may be a portable electronic
device, and may comprise a device such as a portable termi-
nal, a mobile phone, a mobile pad, a media player, a tablet
computer, a handheld computer, and a Personal Digital Assis-
tant (PDA). Also, the electronic device may be an arbitrary
electronic device including a device coupling two or more
functions among these devices. It is also possible that the
device could be, for example, device used as part of a payment
system, such as for credits card, debits, or checks, or even a
vending machine, where someone could try to use an image
of someone else either to obtain access to personal informa-
tion or make fraudulent use of someone else’s image to use
their credit account, etc.

The electronic device 100 includes a memory 110, a pro-
cessor unit 120, a first wireless communication subsystem
130, a second wireless communication subsystem 131, an
external port 160, an audio subsystem 150, a speaker 151, a
microphone 152, an Input/Output subsystem (I/O system)
170, atouch screen 180, and a different input/control unit 190.
A plurality of memories 110 and external ports 160 may be
configured.

The processor unit 120 includes hardware such as a pro-
cessor 122 or microprocessor, a memory interface 121, one or
more processors 122, and a peripheral interface 123. The
entire processor unit 120 may be also called a controller or
control unit, or processor. The memory interface 121, the one
or more processors 122 and/or the peripheral interface 123
may be separate elements or may be integrated in one or more
integrated circuits.

The processor 122 executes various machine executable
codes in order to perform various functions for the electronic
device 100. In addition, the processor 122 performs processes
and controls for voice communication, video communica-
tion, and data communication. In addition to these general
functions, the processor 122 executes a specific software
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module (instruction set) stored in the memory 110 that is
loaded into the processor to configure the processor to per-
form various specific functions corresponding to the relevant
module. In other words, the processor 122 performs a method
of an exemplary embodiment of the present invention in
cooperation with software modules stored in the memory
110. The memory is a non-transitory memory.

The processor 122 may include one or more data proces-
sors, image processors, and/or a CODEC. The electronic
device 100 may also include the data processors, the image
processors, or the CODEC separately. The peripheral inter-
face 123 connects the /O subsystem 170 of the electronic
device 100 and various peripheral devices to the processor
122. Furthermore, the peripheral interface 123 connects the
1/0 subsystem 170 of the electronic device 100 and various
peripheral devices to the memory 110 via the memory inter-
face 121.

Particularly, according to the present invention, the proces-
sor 122 controls a camera module 116 for recognizing an
object. The camera module 116 is described below in more
detail. Various elements of the electronic device 100 may be
coupled via one or more communication buses (reference
numeral not shown) or stream lines (reference numeral not
shown).

The external port 160 is used for directly connecting the
electronic device 100 to other electronic devices or indirectly
connecting the electronic device 100 to other electronic
devices via a network (for example, the Internet, an Intranet,
awireless LAN, etc.) For example, the external port 160 may
be a Universal Serial Bus (USB) or a FIREWIRE port, etc. but
is not limited thereto.

A movement (motion) sensor 191 and a light sensor 192
may be coupled to the peripheral interface 123 to enable
various functions. For example, the movement sensor 191 and
the light sensor 192 may be coupled to the peripheral interface
123 to detect movement of the electronic device 100 or detect
external light.

A camera subsystem 193 may perform a camera function
such as a take a picture, a video clip recording, etc. The light
sensor 192 may be a Charged Coupled Device (CCD) or a
Complementary Metal Oxide Semiconductor (CMOS)
device for the camera subsystem 193.

More particularly, according to an exemplary embodiment
of the present invention, the camera subsystem 193 can
change the hardware configuration, for example, by control-
ling the lens movement, F-number of an aperture, etc.
depending on the camera module 116 executed by the pro-
cessor 122.

The first and second wireless communication subsystems
130 and 131 enable communication. The first and second
wireless communication subsystems 130 and 131 may
include a Radio Frequency (RF) receiver and an RF trans-
ceiver and/or a light (for example, infrared) receiver and a
light transceiver. While an antenna is shown for each, the
artisan understands the claimed invention can include mul-
tiple antennas, such as an antenna array, or MIMO system.
The first and second wireless communication subsystems 130
and 131 may be classified depending on a communication
network. For example, the first and second wireless commu-
nication subsystems 130 and 131 may be designed to operate
via one of a Global System for Mobile Communication
(GSM) network, an Enhanced Data GSM Environment
(EDGE) network, a Code Division Multiple Access (CDMA)
network, a Wide-CDMA (W-CDMA) network, a Long Term
Evolution (LTE) network, an Orthogonal Frequency Division
Multiple Access (OFDMA) network, a Wireless Fidelity (Wi-
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Fi) network, a WiMax network, and/or a Bluetooth network,
just to name some possible non-limiting examples.

The audio subsystem 150 may be coupled to a speaker 151
and a microphone 152 to take charge of voice recognition,
voice duplication, digital recording, and input/output of an
audio such a communication function. In other words, the
audio subsystem 150 communicates with a user via the
speaker 151 and the microphone 152. The audio subsystem
150 receives a data signal via the peripheral interface 123 of
the processor unit 120, converts the received data signal to an
electric signal, and provides the converted electric signal to
the speaker 151. The speaker 151 converts the electric signal
to a signal in an audible frequency band and outputs the same.
The microphone 152 converts a sound wave transferred from
a person or other sound sources to an electric signal. The
audio subsystem 150 receives the electric signal from the
microphone 152, converts the received electric signal to an
audio data signal, and transmits the converted audio data
signal to the peripheral interface 123. The audio subsystem
150 may include, for example, an attachable and detachable
ear phone, a head phone, or a headset.

The I/O subsystem 170 may include a touchscreen control-
ler 171 and/or a different input controller 172. The touch-
screen 180 allows at least one transformation of stretching,
shrinking, warping, folding, twisting, bending, and unfold-
ing. The touchscreen controller 171 is coupled to the touch-
screen 180 and controls an image output depending on trans-
formation of the touchscreen 180. The touchscreen 180 and
the touchscreen controller 171 may further apply an arbitrary
multi-touch detection technology including other proximity
sensor arrangements or other elements as well as capacitive,
resistive, infrared, and surface acoustic wave technologies.
The different input controller 172 is a controller, for example,
for an input other than the touchscreen 180, and the different
input controller 172 may be coupled to a different input/
control unit 190. The different input/control unit 190 may
include an up/down button for volume control. Besides, the
different input/control unit 190 may include at least one of a
push button, a rocker button, a rocker switch, a thumb-wheel,
adial, a stick, and/or a pointer device such as a stylus, etc. that
provides a relevant function.

With continued reference to FIG. 1, the touchscreen 180
provides an input/output interface between the electronic
device 100 and a user. For example, the touchscreen 180
applies the touch detection technology, transfers the user’s
touch input to the electronic device 100, and shows visual
information (for example, text, graphics, video, etc.) pro-
vided from the electronic device 100 to the user.

The memory 110 is connected to the memory interface
121. The memory 110 includes a high speed random access
memory such as one or more magnetic disc storage devices
and/or a non-volatile memory, one or more optical storage
devices and/or a flash memory (for example, NAND, NOR).

The memory 110 stores machine executable code. For
example, machine executable code includes an operating sys-
tem module 111, a communication module 112, a graphic
module 113, a user interface module 114, a CODEC module
115, a camera module 116, one or more application modules
117, etc. A terminology of a module may be expressed as a set
of instructions or an instruction set or a program, that are
loaded into hardware such as processors, microprocessor, or
subprocessors that are configured to function according to the
respective module.

The operation system 111 denotes a built-in operating sys-
tem such as WINDOWS, LINUX, Darwin, RTXC, UNIX, OS
X, or VxWorks, and includes various software elements for
controlling a general system operation. This control of the



US 9,049,379 B2

7

general system operation includes memory management and
control, storage hardware (device) control and management,
power control and management, etc. Furthermore, this oper-
ating system software performs a function for smoothing
communication between various hardwares (devices) and
software elements (modules).

The communication module 112 can provide communica-
tion with counterpart electronic devices such as a computer, a
server and/or a portable terminal, etc. via the wireless com-
munication subsystems 130, 131 or the external port 160.

The graphic module 113 includes various software ele-
ments comprising machine executable code for providing and
displaying graphics on the touchscreen 180. A terminology of
graphics denotes text, a web page, an icon, a digital image, a
video, animation, etc. There may be a dedicated graphic pro-
cessor or subprocessor.

The user interface module 114 includes various software
elements comprising machine executable code related to a
user interface. Furthermore, the user interface module 114
includes content as to how the state of the user interface is
changed and under what condition a change of a user interface
state is performed, etc.

The CODEC module 115 includes a software element
comprising machine executable code related to encoding and
decoding of a video file.

The camera module 116 includes a camera-related soft-
ware eclement comprising machine executable code for
enabling camera-related processes and functions. Further-
more, according to an embodiment of the present invention,
the camera module 116 may identify whether a specific object
in a shot image is an actual object or an object in a picture/
moving picture. More preferably, the camera module 116
may identify whether or a person in a captured image taken
for application to person recognition is an actual image of the
person taken in front of the camera (i.e. “in the presence of”,
“in the immediate vicinity”) or a person in a picture/moving
picture (a picture of a picture, or arranging a picture of a
person in front of the camera to fool the recognition system
into determining someone permitted their image to be fraudu-
lently used). For example, the camera module 116 may obtain
aplurality of magnification-controlled images while focusing
on a specific object, and identify whether the object is an
actual object or an object in a picture/moving picture based on
the obtained images. More preferably, the camera module
116 may obtain a plurality of magnification-controlled
images while focusing on a specific person in the image, and
identify whether or not the image of the person is an actual
person in front of the camera or an image of a person in a
picture/moving picture based on the obtained images. The
camera module 116 may operate in conjunction with its own
microprocessor or subprocessor coupled to the processor that
is configured for operation, or processor 122 may be loaded
with (configured) for operation by the machine executable
code of the camera module.

Hereinafter, though recognition of a specific person in an
image shot by the camera module 116 is described, a person
of ordinary skill in the art should appreciate that the specific
person may be replaced by various objects such as a thing, an
animal, etc.

The camera module 116 may identify whether or not an
image of a person is an actual person in front of the camera or
aperson in a picture/moving picture in following three ways.

First, the camera module 116 extracts “person regions” and
“background regions” from the images shot at the plurality of
magnifications, and identifies whether a contrast difference
exists between the extracted person regions and the extracted
background regions. In the case where the contrast difference
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does not exist between the extracted person regions and back-
ground regions, the camera module 116 determines that the
shot person is a person in a picture/moving picture. One
reason is that an actual image of a person in the person region
and the actual image of the background in the background
region is that in the case of a live person the foreground and
background is three dimensional, that is captured and shown
as a two dimensional image in a picture. Therefore, items in
the background of a live person would have a different con-
trast than photo of a photo (putting a photo in front of a
camera, for example), as the photo is two dimensional, and
the image of the two dimensional photo, if placed in front of
a camera module, for example, would not have the different
contrast between foreground and background. In contrast, in
the case where the contrast difference exists between the
extracted person regions and background regions, the camera
module 116 determines that the shot person is an actual per-
son.

Second, the camera module 116 identifies whether or not a
unique border line (outline) of only a picture/moving picture
is detected from at least one of the images shot at the plurality
of'magnifications. Therefore, in the case where the border line
(outline) of a picture/moving picture is detected from at least
one of the images, the camera module 116 determines that the
shot person is a person in a picture/moving picture and not a
live person. In contrast, in the case where the border line
(outline) of a picture/moving picture is not detected from at
least one of the images, the camera module 116 determines
that the shot person is an actual person.

Third, the camera module 116 extracts a person region and
a background region from the images shot at a plurality of
magnifications, and identifies whether a contrast difference
exists between the extracted person regions and background
regions. Furthermore, the camera module 116 identifies
whether or not a border line (outline) of a picture/moving
picture is detected from at least one of obtained images. In the
case where the contrast difference does not exist between the
person regions and background regions and the border line
(outline) of a picture/moving picture is detected from at least
one of the images, the camera module 116 determines that the
person is a person in a picture/moving picture. Furthermore,
in the case where the contrast difference does not exist
between the person regions and background regions and the
border line (outline) of a picture/moving picture is not
detected from at least one of the images, the camera module
116 determines that the person is an actual person. Also, the
camera module 116 extracts person regions and background
regions from images. In the case where a contrast difference
exists between the extracted person regions and background
regions, the camera module 116 determines that the person is
an actual person.

In case of determining that an image of person shot using
the above-described method is an actual person and not a
picture of a picture, the camera module 116 extracts a person
region (for example, a facial region) from at least one of the
obtained images and applies a person (face) recognition
related function to the extracted person region.

The application module 117 comprises a processor or sub-
processor for operation and includes a browser, an electronic
mail, an instant message, word processing, keyboard emula-
tion, an address book, a touch list, a widget, Digital Right
Management (DRM), voice recognition, voice duplication,
position determining function, location based service, etc.
The memory 110 may further include an additional module
(machine executable code) besides the above-described mod-
ules.
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Also, various functions of the electronic device 100
according to the present invention may be executed by one or
more stream processings and/or hardware including an Appli-
cation Specific Integrated Circuit (ASIC) and/or software
and/or combination of these.

FIG. 2 is a flowchart illustrating exemplary operation of a
method for operating an electronic device according to an
exemplary embodiment of the present invention.

Referring now to FIG. 2, the processor 122 (FIG. 1)
executes the machine executable code of the camera module
116 and at least one other module. The processor 122
executes modules and controls the camera subsystem 193.

At step (201), the camera module 116 focuses on a person
and obtains a first image captured at a first magnification, as
well as a second image captured at a second magnification.
Depending on the camera module 116, the camera subsystem
193 regulates configuration thereof. For example, in case of
changing magnification, the camera subsystem 193 regulates
an optical zoom to achieve the respective magnification lev-
els. The camera module 116 may extract a captured image
region of a specific person for recognition from the captured
image. In the case where an image quality of the extracted
region is poor, the camera module 116 may regulate a focus of
the camera subsystem 193 for a “person region” in order to
raise the image quality.

Next, at step (203), the camera module 116 compares the
obtained first image with the obtained second image to iden-
tify whether or not the person is an actual person or a person
in a picture/moving picture by extracting a person region and
a background region excluding the person region from a first
image, and derives a first comparison characteristic between
the extracted person region and the extracted background
region. A method thereof'is described below with reference to
the drawings. The first comparison characteristic may be at
least one of contrast, a focal length, and sharpness. An artisan
understands there are various ways of comparing contrast,
focal length, and sharpness of an image.

After that, when determining that the shot (photographed)
person is a person in a picture/moving picture in step 203, the
camera module 116 enters step 209 to limit a person related
function. In other words, any access that requires image-
based identification would be limited because the image must
be a live image actually within the presence of the electronic
device, and not a photo in order to prevent fraud, identity
theft, etc. This person related function may be face recogni-
tion, motion recognition, etc. In contrast, when determining
that the person is not a person in a picture/moving picture, that
is, the person is an actual person in step 203, the camera
module 116 performs step 207 to apply the person related
function to at least one of the first image and the second
image.

FIG. 3 is a flowchart illustrating step 203 of FIG. 2 identi-
fying whether a person shot from images is an actual person
or a person in a picture/moving picture according to an exem-
plary embodiment of the present invention.

Referring now to FIG. 3, at step (221) the camera module
116 extracts a person region including the person, and a
background region excluding the person region from a first
image, and derives a first comparison characteristic between
the extracted person region and the extracted background
region.

At step 223, the camera module 116 extracts a person
region and a background region excluding the person region
from a second image and derives a second comparison char-
acteristic between the extracted person region and the
extracted background region.
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The first comparison characteristic and the second com-
parison characteristic may be at least one of contrast, a focal
length, and sharpness.

For example, when the first comparison characteristic and
the second comparison characteristic comprises contrast, the
contrast denotes a difference of a visual characteristic that
enables a user to discriminate between a foreground (person
region) and a background (background region), and may be
calculated as a numerical value.

Moreover, in the case where a shot object is not focused,
the contrast of a relevant region is low.

In contrast, in the case where a shot object is focused, the
contrast of a relevant region is relatively high. In other words,
a region where contrast is low is dim and a region where
contrast is high is clear. Also, a method for extracting a person
region and a background region excluding the person region
from the first image and the second image can be practiced in
various ways that are within the spirit and scope of the
claimed invention.

For example, edge detecting may be used. Subsequently, at
step (225), the camera module 116 determines whether the
derived first comparison characteristic and the derived second
comparison characteristic coincide with each other.

In the case where the first comparison characteristic and
the second comparison characteristic coincide with each
other, the camera module 116 performs step 227 to determine
that the shot person is not an actual person. For example, in
this case, the shotimages may be a person in a picture/moving
picture, and not an actual person. In contrast, in the case
where the first comparison characteristic and the second com-
parison characteristic do not coincide with each other, the
camera module 116 performs step 229 to determine that the
shot person is an actual person.

FIG. 4 is a flowchart illustrating more detail regarding step
203 of FIG. 2 that identifies whether or not a person shot from
images is an actual person or a person in a picture/moving
picture according to an exemplary embodiment of the present
invention.

Referring now to FIG. 4, the camera module 116 deter-
mines whether a border line of a picture/moving picture is
detected from at least one of the first image and the second
image in step 231. A method for detecting a border line of a
picture/moving picture from these images is various. For
example, edge detecting may be used.

Subsequently at step (223), in the case where the border
line of the picture/moving picture is detected, the camera
module 116 performs step 235 to determine that the shot
person is not an actual person but a person in a picture/moving
picture. In contrast, when the border line of the picture/mov-
ing picture is not detected, the camera module 116 performs
step 237 to determine that the shot person is an actual person.

FIG. 5 is a flowchart illustrating more detail regarding step
203 of FIG. 2 identifying whether a person shot from images
is an actual person or a person in a picture/moving picture
according to another exemplary embodiment of the present
invention. FIG. 5 illustrates an exemplary embodiment that
combines the exemplary embodiment of FIG. 3 and the exem-
plary embodiment of FIG. 4, and follows the procedure
below.

Referring now to FIG. 5, at step (241), the camera module
116 extracts a person region and a background region from
the first image and derives a first comparison characteristic
between the extracted person region and the extracted back-
ground region.

At step (243), the camera module 116 extracts a person
region and a background region from the second image and
derives a second comparison characteristic between the
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extracted person region and the extracted background region.
The first comparison characteristic and the second compari-
son characteristic may be at least one of contrast, a focal
length, and sharpness.

At step (245), the camera module 116 determines whether
or not the derived first comparison characteristic and the
derived second comparison characteristic coincide with each
other.

At step (245), in the case where the first comparison char-
acteristic and the second comparison characteristic do not
coincide with each other, the camera module 116 proceeds to
step 251 to determine that the shot person is an actual person.

In contrast, in the case at step (245) where the first com-
parison characteristic and the second comparison character-
istic do coincide with each other, the camera module 116 then
performs step 247 to determine whether or not a border line of
a picture/moving picture is detected from at least one of the
first image and the second image.

In the case at step (249) where the border line of the
picture/moving picture is detected, the camera module 116
performs step 253 to determine that the shot person is a person
in a picture/moving picture.

In contrast, in the case where the border line of the picture/
moving picture is not detected in step 249, the camera module
116 re-performs step 201 of FIG. 2 again. For example, the
camera module 116 changes a place and requests a user to
re-perform the steps of F1G. 2 again, and puts off to determine
whether the shot person is an actual person or a person in a
picture/moving picture.

FIGS. 6A to 6D are views illustrating a method for oper-
ating an electronic device according to an exemplary embodi-
ment of the present invention.

Referring now to FIG. 6A, the electronic device 100
focuses on an actual person 61 and obtains a first image shot
at a first magnification and a second image shot at a second
magnification. Referring to FIGS. 6B to 6D, the electronic
device 100 focuses on the person 61 at a predetermined basic
magnification to obtain a first image shot at the first magni-
fication, and focuses on the person 61 at a magnification
higher than the basic magnification (camera zoom-in) to per-
form shooting or focuses on the person 61 at a magnification
lower than the basic magnification (camera zoom-out) to
perform shooting to obtain a second image. Examination of
the shot first image and the shot second image shows that a
personregion 63 (FIG. 6B) where the person 61 has been shot
is clear but a background region 63 where a background 62
(FIG. 6A) positioned behind the person 61 has been shot is
dim because even when a magnification changes, the person
61 is focused in response to the changed magnification and
shooting is performed.

In other words, in the case where an actual person 61 and
the background 62 are shot and the person 61 positioned at the
foreground is focused and shot, a contrast difference between
person regions 63, 65, 67 and background regions 64, 66, 68
discriminated in a shot image is generated. In the case where
a contrast difference between the person region 63 and the
background region 64 discriminated in a first image and a
contrast difference between the person regions 65, 67 and the
background regions 66, 68 discriminated in a second image
do not coincide with each other, the electronic device 100
according to an embodiment of the present invention may
determine that the shot person 61 is an actual person.

In contrast, in the case where a contrast difference between
the person region 63 and the background region 64 discrimi-
nated in the first image and a contrast difference between the
person regions 65, 67 and the background regions 66, 68
discriminated in the second image coincide with each other,
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the electronic device 100 may determine that the shot person
61 is a person in a picture/moving picture.

FIGS. 7A to 7D are views illustrating a method for oper-
ating an electronic device according to an exemplary embodi-
ment of the present invention.

Referring now to FIG. 7A, the electronic device 100 takes
a picture 70 in which a person 71 and a background 72 have
been photographed. It is assumed that the person 71 in the
picture 70 is clearer than the background 72. The electronic
device 100 focuses on the person 71 in the picture 70 to obtain
a first image shot at a first magnification and a second image
shot ata second magnification. Referring to FIGS. 7B and 7C,
the electronic device 100 focuses on the person 71 in the
picture 70 and performs shooting at a first magnification
(camera zoom-in) higher than a predetermined basic magni-
fication to obtain a first image, and focuses on the person 71
in the picture 70 and performs shooting at a magnification
(camera zoom-out) lower than the basic magnification to
obtain a second image. Examination of the shot first image
and the shot second image shows that person regions 74, 76
where the person 71 in the picture 70 has been shot are clear
but background regions 75, 77 where the background 72 in
the picture 70 has been shot are dim. However, the contrast of
the person regions 74, 76 and the background regions 75, 77
is constant because even when the person 71 in the picture 70
is focused, the background 72 in the picture 70 is also
focused.

Furthermore, referring to FIG. 7D, since the picture 70 has
aborder line (outline), in case of shooting the picture 70 at an
even lower magnification (zoom-out), the electronic device
100 obtains an image where the background behind the pic-
ture 70 as well as the picture 70 is shot. In this case, the
electronic device 100 detects a region 78 where a border line
73 of the picture 70 has been shot and determines that the shot
person 71 is a person in the picture.

Methods according to exemplary embodiments described
in claims and/or specification of the present invention may be
implemented in the form of software that configures hard-
ware such as a microprocessor, processor, subprocessor, con-
troller, etc., hardware, or a combination of these.

In case of implementation in the form of software config-
ured hardware, a computer readable storage medium storing
one or more programs (software modules) may be provided.
The one or more programs stored in the computer readable
storage medium are configured for execution by one or more
processors inside the electronic device. The one or more
programs include instructions for allowing the electronic
device to execute methods according to the embodiments
described in claims and/or specification of the present inven-
tion.

The above-described methods according to the present
invention can be implemented in hardware, firmware or as
software or computer code that can be stored in a recording
medium such as a CD ROM, an RAM, a floppy disk, a hard
disk, or a magneto-optical disk or computer code downloaded
over a network originally stored on a remote recording
medium or a non-transitory machine readable medium and to
be stored on a local recording medium, so that the methods
described herein can be loaded into hardware such as a gen-
eral purpose computer, or a special processor or in program-
mable or dedicated hardware, such as an ASIC or FPGA. As
would be understood in the art, the computer, the processor,
microprocessor controller or the programmable hardware
include memory components, e.g., RAM, ROM, Flash, etc.
that may store or receive software or computer code that when
accessed and executed by the computer, processor or hard-
ware implement the processing methods described herein. In
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addition, it would be recognized that when a general purpose
computer accesses code for implementing the processing
shown herein, the execution of the code transforms the gen-
eral purpose computer into a special purpose computer for
executing the processing shown herein. In addition, an artisan
understands and appreciates that under the broadest reason-
able interpretation, a “processor” or “microprocessor” as well
as “unit” constitute statutory subject matter comprising hard-
ware in compliance with 35 U.S.C. §101.

These programs (software modules, software) may be
stored in a random access memory, a non-volatile memory
including a flash memory, Read Only Memory (ROM), an
Electrically Erasable Programmable Read Only Memory
(EEPROM), a magnetic disc storage device, a Compact Disc
(CD)-ROM, Digital Versatile Discs (DVDs) or other types of
optical storage devices, and a magnetic cassette. Alterna-
tively, these programs may be stored in a memory configured
in a combination of some or all of these. Also, a plurality of
respective memories may be provided.

Also, these programs may be stored in an attachable stor-
age device that can access the electronic device via a com-
munication network such as the Internet, Intranet, Local Area
Network (LAN), Wide LAN (WLAN), and a Storage Area
Network (SAN), or a communication network configured in
combination of these. This storage device may access the
electronic device via an external port.

Also, a separate storage device on a communication net-
work may access a portable electronic device.

It is also within the spirit and scope of the claimed inven-
tion that a camera subsystem recording images of the object
may be a separate entity from the process unit, and could, for
example, communicate with the processing unit via wireless
communication, or IP, etc. While the examples have used an
electronic device that is typically portable, the invention is
broad and the processing unit could be part of a security
server and a portable electronic device with a camera module
is attempting to purchase or access something requiring iden-
tification of the person seeking purchase or access.

Although the invention has been shown and described with
reference to certain exemplary embodiments thereof, it will
be understood by those skilled in the art that various changes
in form and details may be made therein without departing
from the spirit and scope of the invention as defined by the
appended claims and their equivalents. Therefore, the scope
of the present invention should not be limited to the above-
described exemplary embodiments but should be determined
by not only the appended claims but also the equivalents
thereof.

Since the present invention can clearly identify whether an
object that is being shot by a camera is an actual object or an
object in a picture/moving picture, safe security setting using
this is possible.

What is claimed is:
1. A method for recognizing an image in an electronic
device, the method comprising:

obtaining by processing unit images of a specific object
which is focused and captured at different magnifica-
tions by a camera subsystem;

comparing by the processing unit in conjunction with a
camera module characteristics of an object region and a
background region between the obtained images; and

determining by the processing unit whether the specific
object is physically within the presence of the camera
subsystem and is not a copy or photo of the specific
object depending on the comparison result.

14

2. The method of claim 1, wherein comparing the charac-
teristics of the object region and the background region
between the obtained images comprises:

obtaining a first comparison characteristic between an

5 object region and a background region of a first image of
the specific object;

obtaining a second comparison characteristic between an

object region and a background region of a second image

of the specific object; and

comparing the first comparison characteristic of the first

image with the second comparison characteristic of the

second image.

3. The method of claim 2, wherein determining whether the
specific object is physically within the presence of the camera
subsystem and is not a copy or photo of the specific object
depending on the comparison result comprises:

when the first comparison characteristic between the object

region and the background region of the first image and
the second comparison characteristic between the object
region and the background region of the second image
do not coincide with each other, determining that the
specific object is physically within the presence of the
camera subsystem and is not a copy or photo of the
specific object.

4. The method of claim 2, wherein determining whether the
specific object is physically within the presence of the camera
subsystem and is not a copy or photo of the specific object
depending on the comparison result comprises:

when the first comparison characteristic between the object

region and the background region of the first image and
the second comparison characteristic between the object
region and the background region of the second image
coincide with each other, determining that the specific
object is not physically within the presence of the cam-
era subsystem and is a copy or photo of the specific
object.

5. The method of claim 4, further comprising:

when determining that the specific object is not physically

within the presence of the camera subsystem and is a

copy or photo of the specific object, outputting a mes-

sage on the display of the electronic device that an elec-
tronic purchase is denied because the specific object
cannot be verified.

6. The method of claim 5, wherein the electronic purchase
comprises content that can be used by the electronic device.

7. The method of claim 6, wherein the content comprises
one or more of multimedia content or applications for the
50 electronic device.

8. The method of claim 4, further comprising:

when determining that the specific object is not physically

within the presence of the camera subsystem and is a

copy or photo of the specific object, outputting a mes-

sage on the display of the electronic device that access of
predetermined data is denied because the specific object
cannot be verified.

9. The method of claim 1, wherein comparing the charac-
teristics of the object region and the background region
60 between the obtained images comprises comparing at least

one of contrast, a focal length, and sharpness.

10. The method of claim 1, further comprising, when a
unique border line (outline) of a picture/moving picture is
detected from at least one of the obtained images, determin-

65 1ing that the specific object is not physically within the pres-
ence of the camera subsystem and is a copy or photo of the
specific object.
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11. The method of claim 1, further comprising:
when determining that the specific object is physically
within the presence of the camera subsystem and is not
acopy or photo of the specific object, applying an object
recognition function to at least one of the obtained
images; and
when determining that the specific object is not physically
within the presence of the camera subsystem and is a
copy or photo of the specific object, not allowing appli-
cation ofthe object recognition function to at least one of
the obtained images.
12. The method of claim 1, wherein the specific object
comprises at least a portion of a person’s face.
13. An electronic device for recognizing an image, the
device comprising:
at least one processor configured for image recognition of
a specific object;
a camera system coupled to the processor;
a memory; and
at least one module stored in the memory comprising
machine executable code that is configured for execu-
tion of an image recognition application by the at least
one processor,
wherein the at least one processor configured by the at east
one module obtains images of the specific object which
are focused and respectively shot at different magnifica-
tions from the camera system, compares characteristics
of'an object region and a background region between the
obtained images, and determines whether the specific
object is physically within the presence of the camera
subsystem and is not a copy or photo of the specific
object depending on the comparison result.
14. The device of claim 13, wherein the module compares
a first comparison characteristic captured between an object
region and a background region of a first image with a second
comparison characteristic obtained between an object region
and a background region of a second image.
15. The device of claim 14, wherein when the first com-
parison characteristic between the object region and the back-
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ground region of the first image and the second comparison
characteristic between the object region and the background
region of the second image do not coincide with each other,
the module determines that the specific object is physically
within the presence of the camera subsystem and is not a copy
or photo of the specific object.

16. The device of claim 14, wherein when the first com-
parison characteristic between the object region and the back-
ground region of the first image and the second comparison
characteristic between the object region and the background
region of the second image coincide with each other, the
module determines that the specific object is not physically
within the presence of the camera subsystem and is a copy or
photo of the specific object.

17. The device of claim 13, wherein when comparing the
characteristics of the object region and the background region
between the obtained images, the at least one processor com-
pares at least one of contrast, a focal length, and sharpness.

18. The device of claim 13, wherein when a unique border
line (outline) of a picture/moving picture is detected from at
least one of the obtained images, the module determines that
the specific object is not physically within the presence of the
camera subsystem and is a copy or photo of the specific
object.

19. The device of claim 13, wherein when determining that
the specific object is physically within the presence of the
camera subsystem and is not a copy or photo of the specific
object, the module allows to apply an object recognition
function to at least one of the obtained images, and

when determining that the specific object is not physically

within the presence of the camera subsystem and is a
copy or photo of the specific object, the module does not
allow application of the object recognition function to at
least one of the obtained images.

20. The device of claim 13, wherein the specific object
comprises at least a portion of a person’s face.
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